OpenVPN Server ??77?7?7?7?7°7°77

Server ?7?

[ITT1] /etc/openvpn/server/server.conf

client-cert-not-required
auth-user-pass-verify /etc/openvpn/checkpsw.sh via-env
username-as-common-name

script-security 3

client-cert-not-required 000000
auth-user-pass-verify /etc/openvpn/checkpsw.sh via-env 00000
username-as-common-name [JOJ000

script-security 3 [O000

(TIT1T1] /etc/openvpn/checkpsw.sh

#!/bin/sh
HAHBH AR AR R H AR H AR AR H AR AR ARG A AR H AR AR A AR H AR AR AR AR
# checkpsw.sh (C) 2004 Mathias Sundman <mathias@openvpn.se>
#
# This script will authenticate OpenVPN users against
# a plain text file. The passfile should simply contain
# one row per user with the username first followed by
# one or more space(s) or tab(s) and then the password.
PASSFILE="/etc/openvpn/psw-file"
LOG_FILE="/var/log/openvpn/openvpn-password.log"
TIME STAMP="date "+%Y-%m-%d %T""
B B B i i
if [ ! -r "${PASSFILE}" 1; then
echo "${TIME STAMP}: Could not open password file \"${PASSFILE}\" for reading." >>
${LOG FILE}
exit 1
fi
CORRECT PASSWORD="awk '!/";/&&!/"#/8&8&$1==""${username}" ' "{print $2;exit}' ${PASSFILE}"
if [ "${CORRECT PASSWORD}" = "" 1; then

echo "${TIME STAMP}: User does not exist: username=\"${username}\",



password=\"${password}\"." >> ${LOG FILE}
exit 1
fi
if [ "${password}" = "${CORRECT PASSWORD}" ]; then
echo "${TIME STAMP}: Successful authentication: username=\"${username}\"." >> ${LOG FILE}
exit 0
fi
echo "${TIME STAMP}: Incorrect password: username=\"${username}\", password=\"${password}\"."
>> ${LOG_FILE}

exit 1

chmod +x /etc/openvpn/checkpsw.sh
(IITITTT] /etc/openvpn/psw-file

userl pswdl

user2 pswd2

chmod 777 /etc/openvpn/psw-file

chown root.root /etc/openvpn/* -R

Client ??

(IO client.crt client.key[T]] ca[l[] auth-user-pass
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