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~ _audit_loginuid
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~ _boot_id

v _cap_effective

v _cmdline

v _comm
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v _hostname

~ _machine_id

v _pid

v _runtime_scope

~ _selinux_context
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source

_audit_loginuid":e
_audit_loginuid":@

_audit_loginuid":e

"_audit_loginuid":@

"_boot_id":7a6fb77c5f9347d3a15befa69e88488e

_audit_loginuid":e

_audit_loginuid":e

"_audit_session":38884," boot_.

_audit_session":30998," boot_
_audit_session":38998," boot_.

_audit_session":30998," _boot_.

_audit_session":30884," boot_

_audit_session":30884," boot_:

default ~

50 - «02345»

id":7a6fb77¢5f9347d3al5befac9e88488e
id":7a6fb77c5f9347d3al5befac9e88488e
id":7a6fb77¢5f9347d3a15befasoes8a88e
id":7a6fb77c5f9347d3al5befas9e88488e
id":7a6fb77¢5f9347d3a15befasoes84a88e

id":7a6fb77c5f9347d3a15befa60e88488¢e

_cap_effecti
_cap_effecti

_cap_effecti

"_cap_effecti

_cap_effecti

_cap_effecti

"_cap_effective"  1ffffffffff,"_cmdline":/lib/systemd/sy<

"_boot_id":7a6fb77¢5f9347d3a15befa6oe88488e, " _cap_effective™ : 1ffffFFffff,"_cmdline"”:/lib/systemd/sys

" _boot_id":7a6fb77c5f9347d3a15befa69e88488e, " _cap_effective"  1ffffffffff,"_cmdline™:/lib/systemd/sy<

"_audit_loginuid":@,"_audit_session":3877@,"_boot_id":7a6fb77¢5f9347d3a15befacoe88488e

"_cap_effecti

"_audit_loginuid":@,"_audit_session":30770," boot_id":7a6fb77c5f9347d3al5befacoe88488e, " _cap_effecti

"_audit_loginuid":@,"_audit_session":3@77@,"_boot_id":7a6fb77¢5f9347d3a15befa69e88488e,"_cap_effecti

" _boot_id":7a6fb77c¢5f9347d3al5befac9e88488e, " cap_effective" : 1ffffffffff,"_cmdline™:/usr/sbin/smartc

"_audit_loginuid":@

Portainer[J]

"_audit_session":3@656,"_boot_:

/var/lib/docker/volumes/openobserve [] [] Portainer(II1111]

services:

openobserve:

image: public.ecr.aws/zinclabs/openobserve:latest

container name:
restart: always

ports:

openobserve

id":7a6fb77c5f9347d3al5befa69e88488e

PB 11111

"_cap_effecti


https://note.homesitetw.com/uploads/images/gallery/2025-11/KbMimage.png
https://note.homesitetw.com/books/docker/page/docker-portainer-gui

- "5080:5080"
environment:
- Z0 ROOT USER EMAIL=root@example.com
- Z0 ROOT USER PASSWORD=Complexpass#123
- TZ=Asia/Taipei
volumes:

- /var/lib/docker/volumes/openobserve/data:/data
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@ openobserve

Login

User Email *

Email

Password *

Password
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Distribution sources.list component

Debian 12 (x86-64) debian-bookworm
Debian 11 (x86-64) debian-bullseye
Debian Unstable (x86-64) debian-sid
Debian Testing (x86-64) debian-testing
Ubuntu 25.04 (x86-64) ubuntu-plucky
Ubuntu 24.10 (x86-64) ubuntu-oracular
Ubuntu 24.04 (x86-64) ubuntu-noble
Ubuntu 23.10 (x86-64) ubuntu-mantic
Ubuntu 23.04 (x86-64) ubuntu-lunar
Ubuntu 22.04 (x86-64) ubuntu-jammy
Ubuntu 20.04 (x86-64) ubuntu-focal

wget -q0 - https://pkg.axoflow.io/axoflow-code-signing-pub.asc | gpg --dearmor >

/usr/share/keyrings/axoflow-code-signing-pub.gpg

echo "deb [signed-by=/usr/share/keyrings/axoflow-code-signing-pub.gpg]
https://pkg.axoflow.io/apt stable debian-bookworm" | tee --append
/etc/apt/sources.list.d/axoflow.list

apt update

apt install axosyslog

OpenObserve [11T] Syslog-Ng[TT11T] /etc/syslog-ng/syslog-ng.conf
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systemctl restart syslog-ng.service
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1Query Editor:

syslog_ng - '
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_timestamp

<

facility

~ host

<

isodate
v message

~ pid

<

priority

~ program

Revision #2
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default ~ it @ & 2
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Security DevOps Networking Message Queues Languages/Frameworks — Other
curl destination d_openobserve_http { (a]
openobserve-log(
url("http://192.168.0.245:9082")
Filebeat organization("default")
(i)
user("root@example. con")
FluentBit password( "9aoWevydrDCjzAtu")
)i
|5
Fluentd
log {
Vector
sounce(s_sre);
destination(d_openobserve_http);
OTEL Collector Flags (flow-control);
b
Check further doct at https:// loy g-core/chap! 1observe/
Logstash
Syslog-Ng
default ~ pes
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A (Asi source
> 2025-11-19 10:57:04.000 {"_timestamp":"1763521024000000" , "facility":syslog, "host":lab-pve, “isodate”:2025-11-19T10:57:04+08:00, "message”: -- MARK --,"priorit

> 2025-11-19 18:

> 2025-11-19

2025-11-19 10:56:00.000

2025-11-19 10:56:00.000

2025-11-19 10:56:00.000

2025-11-19 10:56:00.000

2025-11-19 10:56:00.000

2025-11-19 10:56:00.000

2025-11-19

2025-11-19 10:56:00.000

2025-11-19

2025-11-19

{"_timestamp” : "1763520960000000" , "facility"

{"_timestamp":"1763520960000000" , "facility":

{"_timestamp” : "1763520960000000" , "facility"

{"_timestamp":"1763520960000000" , "facility":

{"_timestamp":"1763528960000000", "facility"

imestamp”: "1763520960000000" , "facility”:

{"_timestamp":"1763528960000000", "facility"

{"_timestamp":"1763520960000000" , "facility":

{"_timestamp” : "1763520960000000" , "facility"

{"_timestamp":"1763520960000000" , "facility":

{"_timestamp” : "1763520849000000" , "facility"

{"_timestamp":"1763520824000000" , "facility":

daemon, "host":1ab-pve, "isodate”:2825-11-19T10:56:80+08:00, "message” :Started session-462

auth, “host":1ab-pve,“isodate”:2025-11-19T10:56:00+08:0@, "message”:New session 46280 of

daemon, "host" : 1ab-pve, "isodate"”:2025-11-19T10:56:00+08:80, "message” : Started session-462
authpriv, "host”:1ab-pve, "isodate” :2025-11-19T10: 56:08+08:00, "message”:pam_unix(sshd:ses
auth, "host": lab-pve, "isodate”:2025-11-19T10:56:00+08:00, "message”:New session 46280 of
authpriv, "host”:1ab-pve, "isodate”:2025-11-19T10: 56: 08+08:00, "message”:pam_unix(sshd:ses
auth, "host": lab-pve, "isodate":2025-11-19T10: 56 :00+08:00, "message":Accepted password for
authpriv, "host”:1ab-pve, "isodate”:2025-11-19T10: 56:08+08:00, "message”:pam_env(sshd:sess
auth, "host": lab-pve, "isodate”:2025-11-19T10: 56 :00+08:00, "message":Accepted password for
authpriv, "host”:1ab-pve, "isodate” :2025-11-19T10: 56:08+08:00, "message”:pam_env(sshd:sess
syslog, "host" :home-pve, "isodate":2025-11-19T10:54:09+08:00, "nessage”: -~ MARK --,"priori

daemon, “host" :Openlrt, "isodate”:2025-11-19T10:53:44+08:00, "message™ : possible DNS-rebind
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