Linux ?7? Chroot

2?77

e LXC Debian 12

??SSH chroot

(11 chroot jail
mkdir -p /home/user
1T /dev [T]
1s -1 /dev/{null,zero,stdin,stdout,stderr, random,tty}

[ LXCLIITIT] dev [TT1T]

mkdir -p /home/user/dev/
touch /home/user/dev/{null, zero, random,tty}

chmod 666 /home/user/dev/{null,zero,random,tty}
(LITI11] mknod[TTT]

mkdir -p /home/user/dev/[
cd /home/user/dev/

mknod -m 666 null c 1 3
mknod -m 666 tty c 5 0
mknod -m 666 zero c 1 5
mknod -m 666 random c 1 8

chroot jail [T117] root(J]

chown root:root /home/user
chmod 0755 /home/user
1s -1d /home/user



root@test:~# chown root:root ome/user
root@test:~# chmod 0755 /home/user

root@test:~# 1s -1d /home/user
drwxr-xr-x 3 root root 4096 Oct 11 05:24 /home/user

??SSH chroot Shell

M bin 1111 /bin/bash [TTTTTTTTTTTTIIT] /bin/sh [TTI1TJ /bin/sh
[LIT] /etc/passwd [] Shell

mkdir -p /home/user/bin

cp -v /bin/bash /home/user/bin/

' E' ome/user _
root@test:~# cp -v /bin/bash /home/user/bin/

"/bin/bash’ -> '/home/user/bin/bash’
(1 bash[I]] ib [TT1111 lib [T1T1

1dd /bin/bash
mkdir -p /home/user/1ib/x86_64-1linux-gnu
mkdir -p /home/user/1lib64

cp -v /lib/x86 64-linux-gnu/libtinfo.so.6 /home/user/1ib/x86 64-linux-gnu/
cp -v /lib/x86 64-1linux-gnu/libc.so0.6 /home/user/1ib/x86_ 64-1linux-gnu/
cp -v /lib64/1d-1inux-x86-64.s0.2 /home/user/1ib64/

root@test:~# ldd /bin/bash
Tinux-vdso.so.1 (0x00007ffd43f4f000)
Tibtinfo.so0.6 => /1ib/x86_64-Tinux-gnu/Tibtinfo.so.6 (0x00007fc543171000)
libc.so0.6 => /1ib/x86_64-1inux-gnu/libc.so.6 (0x00007fc542190000)
/11b64/1d-Tinux-x86-64.s0.2 (0x00007fc5432e9000)

root@test:~# cp -v /1ib/x86_64-1inux-gnu/libtinfo.so.6 /home/user/1ib/x86_64-Tinux-gnu/
'/1ib/x86_64-1inux-gnu/1ibtinfo.s0.6' -> '/home/user/1ib/x86_64-Tinux-gnu/libtinfo.so0.6’
root@test:~# cp -v /1ib/x86_64—1inux—gnu/]ibc.so.G /home/user/1ib/x86_64—1inux—gnu/
'/1ib/x86_64-Tinux-gnu/1libc.so0.6" -> "/home/user/1ib/x86_64-1inux-gnu/1ibc.so0.6
root@test:~# cp -v /1ib64/1d-1inux-x86-64.s0.2 /home/user/1ib64/
'/1ib64/1d-1inux-x86-64.s0.2" -> '/home/user/1ib64/1d-1inux-x86-64.s0.2"

??SSH?7?7?

useradd user

passwd user
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1] etc [IIIII] /etc/passwd[]/etc/group[I]T]

mkdir /home/user/etc

cp -vf /etc/{passwd,group} /home/user/etc/

[11T] SSH chroot[]]]] /etc/passwd[]/etc/group[IT1T]

??SSHD
[I1 /etc/ssh/sshd_config [TTT1]] ChrootDirectory[IT]
#Subsystem sftp /usr/lib/openssh/sftp-server

Subsystem sftp internal-sftp

Match User user

ChrootDirectory /home/user

systemctl restart sshd

[LIT]

root@ssh:~# ssh user@l192.168.100.1
user@l92.168.100.1's password:
-bash-5.2%

mkdir -p /home/user/home/userl
chown -R user:user /home/user/home/userl

chmod -R 0700 /home/user/home/userl

11110 bash[] chroot[TTTTITIIIIIIITI

1s: command found

/home/user/etc []

sftp1]

bash lib[TTTTTTTTIIT]

-bash-5.2%

M /bin/As[I0] s[I0  lib [IIIII0 lib [T1T]
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root@test: ~# S
Tinux-vdso.so.1 (0x00007ffd98188000)
TibseTlinux.so.1 => /1ib/x86_64—1inux—gnu/]ibse1inux.so.l (0x00007t41fda83000)
libc.so.6 => /1ib/x86_64-Tinux-gnu/Tibc.so.6 (0x00007f41fd8a2000)
Tibpcre2-8.s0.0 => /Tib/x86_64-Tinux-gnu/Tibpcre2-8.s0.0 (0x00007f41fd808000)
/11b64/1d-Tinux-x86-64.s0.2 (0x00007f41fdadc000)
root@test:~# cp -v /1ib/x86_64-1inux-gnu/1libselinux.so.1l /home/user/1ib/x86_64-11inux-gnu/
'/1ib/x86_64-1inux-gnu/1ibselinux.so.1" -> '/home/user/1ib/x86_64-Tinux-gnu/TibseTinux.so.1"’
root@test:~# cp -v /11b/x86_64—1inux—gnu/1ibc.so.6 /home/user/]ib/x86_64—1inux—gnu/
'/1ib/x86_64-1inux-gnu/1ibc.so0.6" -> "/home/user/1ib/x86_64-Tinux-gnu/1ibc.so.6
root@test:~# cp -v /1ib/x86_64-1inux-gnu/1ibpcre2-8.s0.0 /home/user/1ib/x86_64-1inux-gnu/
'/1ib/x86_64—1inux—gnu/1ichre2—8.so.0' -> '/home/user/1ib/x86_64-1inux-gnu/libpcre2-8.s0.0"
root@test:~# cp -v /1ib64/1d-1inux-x86-64.s0.2 /home/user/1ib64/
'/1i1b64/1d-1inux-x86-64.s0.2" -> '/home/user/1ib64/1d-1inux-x86-64.s0.2"
root@test:~# cp -v /bin/1s /home/user/bin/
'/bin/1s" -> '/home/user/bin/1s’

home Tib 11b64

dev etc home Tib
%d /home/
s

cd userl/
1s
mkdir 123
1s

SFTP(II SSH [T +
(I
M0 Shellllll rm,mkdirIIITIT] sftp[l]
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