Linux tcpdump????

tcpdump -i ethX icmp and icmplicmptype]l=icmp-echo

M tcpdump MIITTIIT]
tcpdump -D

[0 ethO 1D
tcpdump -i ethO

NERRRRRRRRRNRNNNRRNENEE Linux [T1 2.2 (ITI11T
tcpdump -i any

(LITTTITIT]
tcpdump -v

(LITITTIIT]

tcpdump -vv

(IIIIIITITIT]
tcpdump -vvv

(LTTITTTT ASCII T
tcpdump -v -X

(ITIIIITT] ASCI T
tcpdump -v -XX

tcpdump -q

(1110 100 111
tcpdump -c 100

(I capture.cap [I11T]
tcpdump -w capture.cap

ITITTITTT] capture.cap [IITTTIITIITTITIITIITTI
tcpdump -v -w capture.cap

(1T capture.cap [IITI111]
tcpdump -r capture.cap



110 capture.cap [TITTTTTTTTTITIT]
tcpdump -vvv -r capture.cap

(LITITITI |P T
[(LITIT1T]

tcpdump -n

(LITI11] 192.168.1.1 [ITIII1T] |P [TITITT

tcpdump -n dst host 192.168.1.1

(LTI 192.168.1.1 [MITTITIT] IP [TTTT1T]
tcpdump -n src host 192.168.1.1

(LTTITTTT] 192.168.1.1 [T IP [IT1111]
tcpdump -n host 192.168.1.1

(ITITIT] 192.168.1.0/24 [TTTT1T1T] IP [TTTT1T]
tcpdump -n dst net 192.168.1.0/24

[TI110 192.168.1.0/24 Q1111111 IP [TTTITT
tcpdump -n src net 192.168.1.0/24

(LITIITIT] 192.168.1.0/24 [TITIIIIT] |P [TTTT11]
tcpdump -n net 192.168.1.0/24

(LTI 23 11 IP [TTTT1T]
tcpdump -n dst port 23

(LITITITI 10 1023 |P [II1T1T]
tcpdump -n dst portrange 1-1023

(LTTITTTT] 10 1023111 TCP [T |P [IITTTT]
tcpdump -n tcp dst portrange 1-1023

(LTI 10 1023[I1[ UDP [III10 P (1110
tcpdump -n udp dst portrange 1-1023

(LT IP0 192.168.1.1 [IIT1T] 23 [T |P [IITTTT
tcpdump -n “dst host 192.168.1.1 and dst port 23"

T1T] IPO 192.168.1.1 [IT1117 80 [ 443 [II1IT11N IP (TTT11T]
tcpdump -n “dst host 192.168.1.1 and (dst port 80 and dst port 443)"

(10 ICMP 111
tcpdump -v icmp

-Nnn



(11 ARP 1111
tcpdump -v arp

(0 ICMP[ ARP[IITJ
tcpdump -v “icmp or arp”

TTTTTTTTTTTT
tcpdump -n “broadcast or multicast”

[([TTIT1T] 500 [T
tcpdump -s 500

(LTI
tcpdump -s 0
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