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wmic useraccount get name,SID

[0 Win+R [I]] regedit[TTITIIIT

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfilelList

ER\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList\S-1-5-21-919031787-1077702834-1285712971-1001
KnownManagedDebuggingDlls ~ || B8 bt =il
LanguagePack ab|(FE3218) REG_SZ (BEFED)
LicensingDiag 24|Flags REG_DWORD 0x00000000 (0)
MCI Extensions 23] FullProfile REG_DWORD 0x00000001 (1)
MCI32 %4 LocalProfileLoa.. REG_DWORD 0x01da849d (31098013)
MiniDumpAuxiliaryDlls %4 LocalProfileLoa.. REG_DWORD Oxf81412ff (4162065151)
MsiCorruptedFileRecovery %4 LocalProfileUnl.. REG_DWORD 0x01da841a (31097882)
E::J;edla %%/ LocalProfileUnl.. REG_DWORD 0xf14fcdeb (4048539115)
24| ProfileAttempte.. REG_DWORD 0x00000000 (0)
NetworkCards 24 ProfileAttempte... REG_DWORD 0x00000000 (0)
NetworkList 2B\ Profilelma pte-. - .
NolmeModelmes gePath REG_EXPAND_SZ ChUsers\Jason
Notifications %4 ProfileLoadTim.. REG_DWORD 0x00000000 (0)
NowPlayingSessionManager %4 ProfileLoadTim.. REG_DWORD 0x00000000 (0)
NBVdmB&4 #is| RunLogonScript.. REG_DWCORD 0x00000000 (0)
OEM 24)sid REG_BINARY 01 05 00 00 00 00 00 05 15 00 00 00 eb 4f 7 3..
OpenGLDrivers 24| State REG_DWORD 0x00000000 (0)
PasswordLess
PeerNet REFE %
Perflib
PerHwldStorage BESB(N):
Ports | ProfilelmagePath |
Prefetcher
Print EEER(V):
ProfileList |
§-1-5-18
§-1-5-19 = -
U} s1a20 04
. §-1-5-21-919031787-1077702834-12857129;
ProfileNotification



https://note.homesitetw.com/uploads/images/gallery/2025-07/sssimage.png
https://note.homesitetw.com/uploads/images/gallery/2025-07/TAfimage.png

(111 IDI] PATH[IIT

- v 1> B> SEERC) > ERE

s

E=E ==t EhY o
i REER

]
¥ TH
temp
JCE
file
o FIEEEE (D)

Default 2024/3/31 T4 05:34 BEERE
Jason 2024/4/1 £ 02:06 BEERK
wE 2024/3/31 T 04:52 BEERE

W %% NN

@ OneDrive

W F

(T T ITTTITTIOT T


https://note.homesitetw.com/uploads/images/gallery/2025-07/TGaimage.png

Windows 10 ???7??7?0penVPN

(11110 CMD[IITIT] C:\Program Files\OpenVPN\bin([T]T] )

[T

C:\Program Files\OpenVPN\bin>tapctl list
{5097799E-C2F9-4CD1-9FF4-BCCO44A4E8C8} OpenVPN Wintun
{C4B6C893-45D0-4839-83BA-4BD5EAF32894} OpenVPN TAP-Windows6

[LIT]

C:\Program Files\OpenVPN\bin>tapctl create --name tap0®
{3C3745D5-A4E6-4070-8609-890001DB18DD}

C:\Program Files\OpenVPN\bin>tapctl list
{5097799E-C2F9-4CD1-9FF4-BCCO44A4E8C8} OpenVPN Wintun
{C4B6C893-45D0-4839-83BA-4BD5EAF32894} OpenVPN TAP-Windows6
{3C3745D5-A4E6-4070-8609-890001DB18DD} tapO

0 clientITITIITT]
dev-node "tap0"

[LIT]

tapctl delete tap0
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[ services.msc[[] server[]]
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[T111 netstat -ano | findstr 445 [T]] pid 4 1111

cmd (11T )1

netsh interface portproxy add v4tov4 listenport=445 listenaddress=127.0.0.1
connectport=remote-port connectaddress=remote-ip

remote-port = [I]] port

remote-ip =[] ip

[ netsh interface portproxy show all[TTTT1T]
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netsh interface portproxy delete v4tov4 listenport=445 listenaddress=127.0.0.1
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(11 SFTPIIT]

SSHFS-Win:https://github.com/winfsp/sshfs-win/releases
WinFsp:https://github.com/winfsp/winfsp/releases

sshfs-win-manager:https://github.com/evsar3/sshfs-win-manager/releases

(11110 sshfs-win-manager{][T]



